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OUR VISION

At Laxhar Evidence Labs, we envision a future where
scientific truth is accessible to everyone. By making
credible, accredited, and court-accepted forensic
services available to individuals, businesses, legal
professionals, and institutions, we will bridge the
long-standing gap in forensic services, which have
traditionally been limited to the government sector.

OUR MISSION

To set new benchmarks in forensic science,
technological innovation, research, and skill
development, creating a world-class ecosystem
that advances justice through scientific excellence.
By nurturing exceptional forensic professionals
and developing indigenous capabilities, we aim
to produce the finest forensic minds who serve
humanity with integrity, defend the innocent,
uncover the truth, and strengthen the justice system
through scientific precision.
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Laxhar Evidence Labs is a leading private forensic science laboratory committed
to delivering scientifically validated, accredited, and legally defensible forensic
solutions. Equipped with advanced technology and a multidisciplinary team of
forensic experts, we provide comprehensive services in digital forensics, physical
evidence examination, crime scene management, forensic investigations, and
forensic consultancy. Driven by innovation, quality, and integrity, Laxhar Labs
is dedicated to strengthening the justice system by making world-class forensic
services accessible to government agencies, corporates, legal professionals, and
the public.
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OUR ACCREDITATION
OUR CREDIBILITY

LaxharEvidence Labsis proudtobeIndia’sfirst private forensic
laboratory to receive NABL (National Accreditation Board for
Testing and Calibration Laboratories, Government of India)
accreditation across three forensic domains simultaneously—
Digital Forensics, Physical Forensics, and Crime Scene
Management (Certificate No. NABLT0626UP18481).
Accredited in accordance with the internationally recognized
ISO/IEC 17025:2017 standard, Laxhar Labs is authorized for
both Laboratory Testing and On-Site Testing, with a total of 20
accredited test scopes. NABL is India’s highest accreditation
authority for laboratories, and its accreditation signifies
technical competence, validated methodologies, quality
assurance, and internationally accepted forensic practices.
This recognition reinforces Laxhar Labs’ commitment to
delivering reliable, scientifically validated, and legally
defensible forensic services with the highest standards of
accuracy, impartiality, and credibility.
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EXPERTISE

BUILT FORGLOBAL CHALLENGES

When the stakes are sky-high, and

every detail counts, Laxhar Forensic
Labs is a place where clarity begins and
confusion ends. We provide courtroom-
grade certainty for corporates, legal
practitioners, law enforcement agencies,
and other stakeholders, that stands firm ’

under the fiercest scrutiny. From expert

analysis to courtroom testimony, we

handle it all with precision, discretion, and

unmatched credibility. v
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FORENSIC INVESTIGATION
OF COMPUTERS AND
STORAGE MEDIA

Computers and storage media are the devices to manage business
operations, financial transactions, communication, intellectual property
management, cybersecurity, and personal data storage in today’s digital
ecosystem. In the event of disputes, cyber incidents, fraud, misconduct, or
security breaches, digital systems often become the most critical evidence.

Our Expertise:

Forensic Imaging & Evidence Preservation Cyber Incident & Unauthorized Access

System Artifact Analysis DSl

Deleted Data Recovery & Reconstruction Pligiital Bviclense Revizw & Analyss

Personal, Internal & Litigation Investigation Support

Forensic Timelining

Data Theft & Exfiltration Investigation Evictes Iisgniy Veltdaion

MetadataledAUthentiein Ver cation Legally Defensible & Court-Admissible Reporting

Hardware Failure & Data Retrieval Expert Witness & Technical Consultation
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In today’s connected world, mobile phones are
no longer just communication devices; instead,
they are repositories of personal conversations,
corporate data, financial transactions, location
history, cloud access, multimedia evidence, and
digital identities.

Our Expertise:
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Deep Artifact Investigation

Insider Threat & Communication Analysis
Location Spoofing Detection

Mobile Data Leakage Investigation
Cross-Device Correlation Analysis
Metadata & Authenticity Verification
Court-Admissible Forensic Reporting
Expert Witness & Technical Consultation
Malware & Spyware Detection
Harassment & Threat Evidence Preservation
Unauthorized Access Investigation
Deleted Chat & Media Recovery
Matrimonial & Personal Dispute Support




AUDIO-VIDEO AND
PHOTO FORENSIC
EXAMINATION

In the digital world, multimedia evidence plays a critical role in
investigations, litigation, corporate disputes, cybercrime, surveillance
analysis, fraud detection, and personal conflicts. Audio recordings,
CCTV footage, mobile videos, digital photographs, voice messages,
and social media content are increasingly presented as evidence.

Our Expertise:

Audio Forensic Examination

e Audio Enhancement & Restoration

e Audio Authentication & Integrity Verification
e Speaker Identification & Voice Comparison
e Anonymous & Threat Call Analysis

e Court-Admissible Audio Analysis

Video Forensic Examination

e Video Authentication & Integrity Analysis

e CCTV Enhancement & Clarification

e Deepfake & Synthetic Media Detection

e Timeline & Metadata Examination

e Non-Destructive Perspective Correction

Image Forensic Examination

Image Authentication & Integrity Verification
Error Level Analysis (ELA) & Pixel Examination
Source Device Confirmation

EXIF & Metadata Extraction

Image Enhancement & Clarification

Multimedia Fraud & Digital Evidence Services

Deepfake & Al Manipulation Detection
Social Media Verification

Chain-of-Custody & Evidence Integrity
Verification

Legally Defensible & Court-Admissible
Reporting
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INDICATOR OF COMPROMISE
(IOC) INVESTIGATION
[IPHONE & ANDROID

In today’s digital environment, mobile phones are no longer just communication devices -
they are targets for sophisticated spyware, surveillance malware, unauthorized tracking,
credential theft, and state-grade cyber intrusions. Many compromises operate silently in
the background without visible symptoms, leaving individuals and organizations exposed
to espionage, financial fraud, privacy violations, and reputational risk.

Our Expertise:

e Phone Data Packet Analysis

e Deep Mobile Artifact Examination

e Pegasus & Zero-Day Malware Examination
e Malware Persistence Discovery

e Network Spectrum & RF Analysis
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Insider Threat & Surveillance Detection
Unauthorized Access Audit
Personal Surveillance Investigation

Harassment & Privacy Protection
Support




=MAIL & CLOUD
FORENSIC
IN\‘ESTIGATION

E-mails and cloud platforms have become the backbone of corporate
communication, financial transactions, legal documentation,
collaboration, and data storage in today’s interconnected digital
world. At the same time, they have become primary targets for
cyber fraud, business email compromise (BEC), phishing attacks,
insider threats, unauthorized access, cloud breaches, and digital
manipulation.

Our Expertise:
Business Email Compromise (BEC) Investigation
Cloud Data Access Audits
Header Integrity & Email Authenticity Analysis
Malware & Attachment Analysis
Exfiltration Detection
Attachment Integrity Validation
SMTP Relay & Origin Analysis
Phishing & Payload Trace Investigation
Harassment & Threat Investigation
Personal Breach & Unauthorized Access Investigation

| Email & Cloud Forensic Investigation
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In legal, corporate, and financial scenarios, documents
are key evidence. Contracts, agreements, invoices,
financial records, affidavits, property papers, cheques,
and official communications are often contested due to
forgery, unauthorized edits, fabrication, or manipulation.

Our Expertise:
e Comprehensive Document Examination
e Ink Analysis & Ink Differentiation
e Sequence Determination of Entries
e Printer & Toner Examination
e Paper Fiber & Material Analysis
e Alteration & Manipulation Detection
e Handwriting & Signature Examination
e Timeline & Document History Reconstruction
e Forgery & Fabrication Detection
e Forensic Document Impression Analysis
e Independent Forensic Case Review

— ‘ 4 e Legal & Compliance Support

: e Legally Defensible & Court-Admissible Reporting

o Expert Witness & Technical Consultation

)
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FORENSIC
SIGNATURE
COMPARISON &
AUTHENTICATION

In legal, financial, and corporate transactions, a
signature represents identity, consent, authorization,
accountability, and legal intent. Forged, simulated,
traced, or manipulated signatures can lead to
financial fraud, contractual disputes, property
conflicts, compliance violations, and criminal
litigation.

Our Expertise:

Signature Authentication & Verification
Comparative Signature Analysis
Forgery & Simulation Detection
Contract & Agreement Validation
Financial Document Examination
Property & Legal Document Verification

Internal Fraud & Unauthorized Approval
Investigation

Writing Characteristics & Stroke Examination
Signature Sequence & Ink Examination

Fraud & Dispute Resolution Support
Compliance, Audit & Due Diligence Support

Legally Defensible &  Court-Admissible
Reporting
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FORENSIC
HANDWRITING
EXAMINATION,
COMPARISON &
ANALYSIS

Handwriting is a unique behavioral pattern influenced by
neurological coordination, writing habits, muscle memory,
rhythm, movement, and individual characteristics. Even
when a person attempts to disguise or alter their writing
style, natural writing features often remain embedded
within the strokes, spacing, proportions, pressure
patterns, and movement structure. Using advanced
microscopic, fluorescent, and spectral examinations,
as well as movement analysis, we transform questioned
handwriting into scientifically validated evidence.

Our Expertise:

e Handwriting Authentication & Authorship
Determination

e Comparative Handwriting Analysis

o Disguise & Simulation Detection

e Anonymous Writing Examination

¢ Handwritten Document Verification

e Fraud & Misconduct Investigation Support
o Writing Habit & Stroke Analysis

e Sequence & Ink Examination

e Record & Register Authentication

o Dispute Resolution & Evidence Verification
e Security Document Verification

e Legally Defensible & Court-Admissible Reporting
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FORENSIC
EXAMINATION
OF SECURITY
DOCUMENTS -~

Security documents are designed to establish identity,
authorization, ownership, qualification, and legal
validity. Educational certificates, identity cards,
passports, licenses, cheques, financial instruments,
transactional records, banknotes, and official
documents often contain specialized security features
intended to prevent counterfeiting and unauthorized
duplication. But modern forgery techniques, high-
resolution printing technologies, digital manipulation,
and sophisticated counterfeit production methods
have made fraudulent security documentsincreasingly
difficult to identify through routine visual inspection
alone.

Our Expertise:

e Security Feature Examination

e Authentication of Banknote Security Features !
o Document Authentication & Verification

e Counterfeit & Fraud Detection \
e Tampering & Alteration Detection

e Ink & Printing Examination

e Paper & Material Analysis

e Comparative Document Analysis

e Employee, Vendor & Credential Verification

e Financial Record Validation

e Regulatory & Compliance Verification

e Pre-Submission Document Verification

e Timeline & Sequence Examination

e Legally Defensible & Court-Admissible Reporting




Fingerprints are one of the most reliable and scientifically
accepted forms of personal identification. The uniqueness
and permanence of frictionridge patterns make fingerprint
evidence a powerful forensic tool for establishing identity,
linking individuals to objects or locations, detecting fraud,
resolving disputes, and supporting investigations.

Our Expertise:
Fingerprint Identification & Comparison
Latent Fingerprint Development
Crime Scene Fingerprint Collection
Identity Verification & Authentication
Thumb Impression Examination
Fraud & Identity Dispute Investigation
Attendance & Access Manipulation Investigation
Employee & Internal Breach Investigation
Document Handling Analysis
Property & Possession Dispute Support
Linking Individuals to Objects or Locations
Suspect Elimination & Exclusion Analysis
Reconstruction of Physical Interaction
Evidence Preservation & Integrity Management
Legally Defensible & Court-Admissible Reporting

W
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FINGERPRINT
EXAMINATION
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FORENSIC FIBRE
EXAMINATION

Fibres are among the most significant forms of
evidence encountered in forensic investigations.
During physical contact, movement, or interaction
between individuals, objects, clothing, vehicles,
furniture, or locations, microscopic fibres can be
transferred and persist unnoticed. These seemingly
invisible traces often become critical scientific
evidence linking people, environments, and events. In
matters involving assault, theft, workplace incidents,
hit-and-run cases, burglary, product disputes,
contamination, or disputed contact, fibre evidence
can provide valuable investigative and evidentiary
insights.

Our Expertise:

o Fibre Identification & Classification

e Comparative Fibre Examination

e Association & Linkage Analysis

e Trace Evidence Recovery & Analysis

e Source Identification

e Crime Scene Reconstruction Support

e Workplace & Industrial Investigation Support
e Product & Textile Dispute Examination

e Civil & Criminal Investigation Support

¢ Independent Evidence Verification

e Fibre Transfer Pattern Analysis

e Material & Microscopic Examination

e Legally Defensible & Court-Admissible Reporting

\ \
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FORENSIC CRIME SCENE
INVESTIGATION

A crime scene is more than a physical location; it is a silent
repository of evidence, actions, movements, interactions,
and hidden truths. Every fingerprint, fibre, footprint,
biological trace, digital artifact, damaged object, or
disturbed environment can provide critical scientific
insight into what happened, how it happened, and who
was involved.

Our Expertise:

e Crime Scene Processing & Examination

e Evidence Recognition & Collection

e Scene Documentation & Preservation

e Crime Scene Reconstruction

e Linkage & Association Analysis

e Fraud, Theft & Misappropriation Investigation
e Tampering & Sabotage Examination

e Workplace & Incident Investigation

e Trace Evidence Recovery

o Digital Evidence Preservation

e Chain-of-Custody Management

e Independent Crime Scene Review

e Civil & Criminal Investigation Support

e Compliance & Risk Assessment Support

e Forensic Consultancy & Investigation Strategy
e Scientific Reporting & Documentation

e Legally Defensible & Court-Admissible Reporting




FORENSIC TECHNICAL
» SURVEILLANCE COUNTER
MEASURES (FTSCM)
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Today’s threats extend beyond cyberspace. Hidden
microphones, covert cameras, GPS trackers, RF transmitters,
spyware-enabled devices, unauthorized recorders, and other
surveillance tools can compromise confidential discussions,
strategic operations, legal privilege, business negotiations, and
personal privacy without leaving visible signs of intrusion.

Our Expertise:

Hidden Surveillance Device Detection

Technical Surveillance Sweeps

RF Spectrum & Signal Analysis

Non-Linear Junction Detection (NLJD) Examination
GPS Tracking Device Detection

Audio & Video Surveillance Threat Analysis
Information Leakage Investigation

Insider Threat & Unauthorized Monitoring Investigation
Workplace & Security Vulnerability Assessment
Pre-Meeting & Event Security Sweeps

Attorney-Client & Confidential Communication Protection
Surveillance Device Seizure & Preservation

Forensic Analysis of Recovered Devices
Cyber-Physical Investigation Support

Independent Verification & Re-Examination
Compliance & Risk Mitigation Support

Legally Defensible & Court-Admissible Reporting
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EXIT AUDIT -
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Studies and industry trends indicate that nearly 70%
of intellectual property theft, sensitive data leakage,
and insider fraud incidents occur when an employee
resigns, is terminated, serves notice period, or is
suspected of policy violations. during the employee exit
phase. In today’s digital environment, a simple device
handover or account deactivation cannot fully protect
organizations from hidden risks.

Our Expertise:

Computer and laptop forensic examination

Mobile phone forensic analysis

USB and external storage activity tracking
Detection of unauthorized data transfer or deletion
Cloud storage and email activity review

Recovery of deleted files and communication
records

Identification of suspicious downloads or uploads

Evidence preservation with chain-of-custody
compliance

Insider threat and policy violation assessment

Preparation of legally defensible and court-
admissible forensic reports



FORENSIC LITIGATION
ASSURANCE

Forensic Litigation Assurance is a scientifically structured process
of Forensic Risk Mapping, Evidence Validation, and Legal-Technical
Assessment that transforms raw data into legally defensible and
court-admissible scientific evidence. By aligning technical findings
with the Bharatiya Sakshya Adhiniyam (BSA), DPDP Act, Information
Technology Act, and accepted forensic protocols, we provide
expert forensic reports, certifications, and scientific opinions that
strengthen litigation strategy and courtroom confidence.

Our Expertise:

Digital evidence verification and
authentication

Mobile, computer, and cloud forensic
analysis

Audio-video forensic examination and
deepfake detection

Questioned document and signature
verification

Metadata and electronic record validation

Evidence integrity and chain-of-custody
review

Forensic risk mapping and case vulnerability
analysis

Scientific review of opposing party evidence

Expert forensic opinions and technical
consultation

Preparation of legally defensible and court-
admissible reports
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FORENSIC
SECURITY AUDIT
& ASSURANCE

Forensic Security Audit & Assurance is a forensic-
led, evidence-based security investigation designed
to uncover hidden digital activities, insider threats,
unauthorized data exposure, and covert surveillance
devices that remain invisible to conventional security
systems.

Our Expertise:
Digital Forensic Security Audit
e Detection of unauthorized cloud uploads and USB

transfers

e Investigation of VPN, hotspot, and off-network
activities

e Detection of insider threats and suspicious user
behavior

o Correlation of device artifacts with network logs
and security alerts

e Data leakage pathway analysis and forensic risk
mapping

e Timeline reconstruction and evidence preservation

o Executive office and boardroom bug sweeps

e Detection of hidden microphones and covert
recording devices

e GSM surveillance detection

e RF spectrum analysis and wireless threat detection

o GPS tracker detection in vehicles and sensitive
assets

e Protection against industrial espionage and
information leakage

e Security assessment of high-value meetings and
confidential spaces
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FORENSIC CASE
COLISULTANGCE

In today’s complex legal, corporate, and digital
environment, cases increasingly depend on technical
evidence, electronic records, questioned documents,
multimedia content, cyber artifacts, and scientific
interpretation. Even a strong matter can weaken
when evidence is not scientifically evaluated, properly
preserved, or strategically interpreted.

Our Expertise:

Case Evaluation & Evidence Review

Fraud Risk Assessment & Investigation Support
Document, Handwriting & Signature Examination
Digital & Cyber Forensic Support

Audio, Video & Image Forensic Analysis

Crime Scene & Physical Evidence Consultation
Evidence Preservation & Chain-of-Custody Support
Litigation & Investigation Strategy Support
Digital Evidence Review & Authentication
Independent Forensic Review & Re-Examination
Cross-Examination & Technical Assistance
Expert Opinion & Witness Services

Compliance, Risk & Investigative Advisory
Legally Defensible & Court-Admissible Reporting
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FORENSIC

In both industrial and criminal environments, physical
evidence often carries the unique microscopic
characteristics of the tools that created it. Unauthorized
access, forced entry, mechanical sabotage, industrial
tampering, product interference, and structural damage
leave distinct impressions, striations, cuts, and marks
that cannot be accurately interpreted through routine
visual inspection alone. Modern tampering methods are
increasingly sophisticated, making scientific forensic
examination essential to distinguish between accidental
damage, normal wear & tear mark and intentional
mechanical interference.

Our Expertise:
e Toolmark Comparison & Identification
e Forced Entry Examination

e Mechanical Tampering Detection, Incident & Failure
Analysis

e Crime Scene Reconstruction Support
e Exogenous Material Examination

e Surface & Impression Analysis
e Comparative Damage Assessment

e Industrial & Workplace Investigation Support

» Independent Evidence Verification . : J_;':—j’r—
» Evidence Preservation & Chain-of-Custody .
Management

e Legally Defensible & Court-Admissible Reporting
e Expert Witness & Technical Consultation
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SPECIALIZED
GOVERNMENT
SUPPORT SERVICES

Laxhar Labs provides forensic and technical support
across raids, searches, seizures, and enforcement
actions, helping agencies identify hidden, manipulated,
deleted, or concealed evidence. Laxhar Labs also offers
specialized training, workshops, and consultancy for
establishing modern forensic labs and investigation
infrastructure for government, investigative, judicial,
and enforcement teams.

Our Expertise:

Raid Support Services
Detection Support Services
Recovery Support Services

Digital Forensic Support Services

e Mobile Forensic Support Services
¢ Questioned Document (QD) Examination Support
e Crime Scene Management Support

¢ TSCM (Technical Surveillance Counter-Measures)
Support

e Security Document Examination Support

e Training & Capacity Building Support

e Forensic Laboratory Establishment & Advisory
Support
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We don't
Guess...
We
Analyze,
Verify,and
testify...

COURSES & CERTIFICATION

At Laxhar Institute of Forensic Excellence (LIFE), the training wing of Laxhar Evidence Labs, we deliver world-
class forensic education through immersive, hands-on learning in a NABL-accredited forensic laboratory.
Our industry-oriented courses are built around validated forensic methods, standard operating procedures,
legally recognized practices, and government-compliant processes. Designed for forensic science students,
working professionals, legal practitioners, corporate investigators, law enforcement personnel, and
technocrats, our programs emphasize practical competency over theoretical instruction. We believe that
forensic science cannot be mastered in a classroom alone-it must be learned through experimentation,
scientific observation, and real case-based laboratory practice. Our mission is to bridge the gap between
academia and industry by developing highly skilled forensic professionals who are ready to meet the evolving
demands of the justice system and the forensic profession.

Advance Training Certification in
INTEGRATED FORENSIC INVESTIGATION & EVIDENCE EXAMINATION
COMPUTER FORENSICS AND INVESTIGATION

MOBILE FORENSIC AND INVESTIGATION

QUESTIONED DOCUMENT EXAMINATION

MULTIMEDIA (AUDIO/VIDEO/IMAGE) FORENSIC EXAMINATION
TECHNICAL SURVEILLANCE COUNTER MEASURE

FORENSIC JOURNALISM
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The Laxhar Forensic Masterclass is an intensive one-
day experiential program designed for government
officials, corporate leaders, legal professionals,
forensic students, investigators, and working
professionals. Conducted in our world-class,
government-recognized and NABL-accredited
forensic laboratory, the masterclass combines
expert instruction with hands-on practical sessions
so participants can apply forensic science to real-
world situations with confidence. By the end of the
program, participants will be able to identify fraud
indicators, recognize security threats, understand

FORENSIC

' i

investigative methods and legal procedures, and
evaluate the use of modern forensic technologies.
They will also gain the ability to support lawful,
ethical, and scientifically validated investigations,
enabling  stronger  governance, improved
corporate integrity, better legal outcomes, and
more informed decision-making. More than just
a training program, this masterclass is Laxhar
Labs’ commitment to equipping decision-makers,
leaders, and professionals with practical forensic
skills they can use immediately in their work.

27 | LAXHAR LAB | Forensic Masterclass




THE BRAIN BEHIND LAXHAR LAB

FORENSIC ANALYST AND CRIMINOLOGIST

Recognised as India’s First and the World’s
Longest-Serving Forensic Journalist by World
Book of Records, British Parliament, Rai brings
over two decades of unmatched expertise at the
crossroads of science and storytelling.

From leading newsrooms to training police forces
and mentoring future forensic experts, Rai’s

work transforms headlines into hard evidence.
Armed with double PG in Forensic Science and
Criminology and Ph. D. in Forensic Science. Two
certificates from United Nations Office on Drugs
and Crime for anti corruption investigation and
organized crime adds valuable feature in his cap.
Awarded from the British Parliament and French
Senate, Rai is a pioneer who doesn’t just uncover
the truth, he proves it.

Today, as Managing Director
& CEO at Laxhar Labs,

Rai continues to advance
forensic science, strengthen
investigative integrity, and
support justice delivery
through evidence-based
expertise.
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Awards and Recognitions

B  World Book of Records, British
Parlioment

B BHARAT GAURAV AWARDS,
French Senate

NT Awards, Delhi
ENBA Awards, Delhi

Prestigious Associations

Training to UP Police, MP Polic,
CBDT, Income Tax Department
etc.

Visiting Faculty to UP Police
Academy, UP State Institute of
Forensic Sciences, Amity
University, Sharda University,
Lucknow University and Bikaner
University




NABL ACCREDITED
FORENSIC LABORATORY

Laxhar Evidence Labs Pvt. Ltd.

9 A-525 & 527, Anthurium Tower, Sector-73, Noida, UP. 201301
Q +91 94500 09011 = support@laxhar.com

@ www.laxhar.com CIN: U80300UP2024PTC214190

Followus: @ @ @




